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To the extent that phishing has become a serious threat to information security, there has

been rather limited theory-grounded research on this burgeoning phenomenon. In this

paper, we develop a theoretical model of victimization by phishing based on the Heuristic

eSystematic Model of information processing. We argue that the HeuristiceSystematic

Model offers an ideal theoretical framework for investigating the psychological mechanism

underlying the effectiveness of phishing attacks. An exploratory experiment is presented

to validate the research model based on the theory.

ª 2012 Elsevier Ltd. All rights reserved.
1. Introduction (PhiskTank, 2012). Of course, the actual incidence of phishing
“Phishing is the act of attempting to fraudulently acquire

through deception sensitive personal information such as

passwords and credit card details by assuming another’s

identity in an official-looking email, IM, etc. The user is

provided with a convenient link in the same email that takes

the email recipient to a fake webpage appearing to be that of

a trustworthy company. When the user enters his personal

information on the fake page, it is then captured by the

fraudster.” (USLegal.com, 2011)

Phishing is common, though exact statistics and inci-

dence rates are difficult to come by due to the highly

distributed nature of email and the World Wide Web.

PhishTank, an organization that tracks phishing attacks

verified 31,850 unique phishing attacks during July 2012
5; fax: þ1 505 277 7108.
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attacks is much higher since each attack can target millions

of Internet users.

The success rate of phishing attacks is unknown, though

controlled experiments often achieve alarmingly high success

rates. For example, a controlled experiment was conducted by

Master’s students taking an information assurance course

taught by one of the authors at a state university in 2010. The

attack targeted 105 faculty and staff members via their

University email addresses. Within 22 min of sending the

phishing email, 38 (36.19%) people clicked the counterfeit link

and 16 (15.24%) people submitted a valid username and

password when prompted to login with their credentials. A

controlled experiment using Indiana University students

achieved a 15% success rate in a control group and a 72%

success rate when the attack was modified to incorporate
d.
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victim-specific information from social networking sources

(Jagatic et al., 2007).

One important reason for phishing attack success is that

attacks are designed to exploit human cognitive biases

instead of technology loopholes. Phishing offenders often

masquerade as a credible figure and broadcast manipulative

messages e through emails, instant messages, or short

messages e to a large population. While the validity of the

messages may not be difficult to disprove with some investi-

gation, victims are usually caught off-guard at first glance.

Victimization by phishing thus bypasses technological

controls by manipulating human tendencies and information

processing. As such, psychological and behavioral factors

arguably play a more important role. Prior studies have

attempted to investigate factors such as the influence of

experiential and dispositional cues (Wright and Marett, 2010),

individual differences in phishing susceptibility (Vishwanath

et al., 2011), information carelessness (Workman, 2008), the

severity of the phishing attack (Chen et al., 2011), and prag-

matic preparedness of practitioners (Bose and Leung, 2008).

However, little research has attempted to identify, describe,

analyze, and organize those factors systematically. No study,

to our best knowledge, has been able to systematically

describe the psychological mechanism underlying the effec-

tiveness of phishing attacks.

This paper endeavors to bridge that gap. Drawing on the

HeuristiceSystematic Model, a dual-process theory of infor-

mation processing, we conducted a qualitative study that

investigates the human factors and psychological mecha-

nisms associated with phishing attacks. We begin by intro-

ducing the HeuristiceSystematic Model and explaining how

and why it can be applied to study victimization by phishing.

We then develop a research model and follow with a descrip-

tion of an explorative study and discussion of research results.

A short discussion on theoretical and pragmatic contributions

that the model might provide concludes the paper.
2. Theoretical foundation

The HeuristiceSystematic Model (HSM) is a model of infor-

mation processing (Chen and Chaiken, 1999) that originated

from persuasion research in social psychology. Persuasion

research studies how received messages can change people’s

attitudes. The gist of the HSM holds that when being

persuaded, people first establish the validity of the received

message using a combination of heuristics and systematic

processing with the precise mix determined by multiple

factors.

The HSM and closely-related models such as the Elabora-

tion Likelihood Model (Petty and Wegener, 1999) are called

dual-process models because they incorporate two information

processing modes:

� Heuristic processing takes advantage of the factors embedded

within or surrounding a message (called heuristic cues) such

as its source, format, length, and subject, to quickly make

a validity assessment.

� Systematic processing carefully researches the message’s

information content to make a validity assessment.
Compared with heuristic processing, systematic process-

ing is more effortful and takes more time and cognitive

resources. According to theHSM, peoplewill tend to limit their

investment of time and cognitive resources if they lack

motivation or capability. Among the factors that may affect

people to invest or not invest cognitive resources are:

� Perceived importance of the decision outcome

� Perceived risks

� Time and other pressures

� Skill level

� Distractions

In a similar fashion to Simon and Newell’s description of

satisficing (Newell and Simon, 1972), the HSM recognizes that

people do not necessarily strive to generate validity assess-

ments with the highest possible reliability or accuracy. They

will stop processing when they feel their assessments are

good enough. This notion led to HSM’s inclusion of a unique

concept called the sufficiency thresholddthe “desired judg-

mental confidence” that people wish to reach when making

decisions under a given circumstance (Eagly and Chaiken,

1993). HSM argues that when people engage in validity

assessment, confidence in their assessment must reach or

surpass the sufficiency threshold for them to be comfortable

with their judgment. They will continue processing the

message as much as possible until the sufficiency threshold is

attained. Thus, when heuristic processing alone cannot lead

message recipients to achieve the sufficiency threshold, it is

likely that they will invoke systematic processing, even

though it requires more effort.

On the other hand, not all decisions are worthy of the

exhaustive effort required to generate high reliability or

accuracy. People can adjust the sufficiency threshold and their

decision-making effort based on their perceptions of impor-

tance and risks, available time and cognitive resources, social

pressures, their own skill levels, and the results of initial

heuristic processing. Of course, their perceptions of impor-

tance and especially risk are sometimes flawed.

Moreover, HSM contends that heuristic and systematic

processing modes can and do occur concurrently. Potential

interactions include:

� Additivity (reinforcement)dHeuristic and systematic pro-

cessing may lead to the same conclusion and confidence in

that conclusion will be higher than with either technique

alone

� BiasdHeuristic processing may generate initial conclusions

that bias the nature and scope of systematic processing

� AttenuationdSystematic processing may produce conclu-

sions that limit or overturn those of heuristic processing
3. HSM model applications

The HSM and other dual-process information processing

models have been supported and applied in many published

studies in the social psychology literature such as Fabrigar

et al. (1998), Maheswaran and Chaiken (1991), Rothman and

Hardin (1997), and Sloman. Further support and application
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is found in the marketing-related literature including

Maheswaran et al. (1992), Aaker and Maheswaran, Frı́as et al.

(2008), and Fishbein and Middlestadt.

Researchers in various computer- and information-

related subfields have also supported and applied the HSM

to user evaluation of trust and credibility in online scenarios

such as Patrick et al. (2005), Wirth et al. (2007), Sundar (2008),

and Hilligoss and Rieh (2007). Researchers that analyzed an

experiment where students evaluated results returned by

search engines concluded “. different degrees of heuristic

and systematic processing occurred, depending on the situ-

ational demands as well as the Web experience and the

domain specific involvement of the user (Wirth et al., 2007).”

Researchers that analyzed digital media credibility evalua-

tions by young people also found evidence that heuristic

processing can lead directly to quick decisions (Sundar,

2008).

In an article summarizing the skills that users need to

assess the credibility of online information, the authors

proposed amodel ofWeb site credibility assessment shown in

Fig. 1 (Metzger, 2007). Note that the model explicitly incorpo-

rates aspects of the HSM including motivation, ability (skill),

and both heuristic and systematic processing.
4. Phishing and the HSM model

Researchers have argued that HSM can be applied to broader

validity-seeking contexts than other dual-process theories

such as ELM (Chen and Chaiken, 1999). Aforementioned

applications of HSM to studying search engine and web site

credibility demonstrate its theoretical versatility. Phishing

study can be another areawhereHSMcan be fruitfully applied.

Messages used in phishing attacks contain at least some

false content which can usually be identified with sufficient

systematic processing. Thus the most common way to

improve the success rate of phishing attacks is to mislead

targeted victims intomaking a quick but incorrect assessment

of the validity of the message. Therefore heuristic processing

plays an important role in phishing victimization. FromHSM’s

perspective, the success of a phishing attack depends on

whether the attacker can achieve the following objectives

individually or in combination:
Fig. 1 e Dual-processing model of Web site
1) Provide a message that can withstand systematic process-

ing so that targeted victims will make wrong assessment of

message validity even after closely examining the message

2) Promote heuristic processing based on false cues so that

targeted victimswill make a quick but incorrect decision on

message validity

3) Suppress systematic processing so that targeted victims

have to rely on quick but error-prone heuristic processing

4) Reduce the sufficiency threshold so that targeted victims

will not initiate systematic processing

To illustrate how HSM can be employed to investigate

phishing, we present a preliminary research model (Fig. 2). In

previous HSM research, systematic processing has been

assessed by examining the effect of the argument qualitye “the

strength or plausibility of persuasive argumentation” (Eagly

and Chaiken, 1993) e of the message on validity assessment.

When systematic processing occurs, high-quality arguments

lead to favorablemessage assessment. In the current research

context of phishing attacks, false messages are used with the

intention to mislead the message recipients. A high level of

argument quality that can withstand message recipients’

systematic processing increases the likelihood of victimiza-

tion. Therefore, we hypothesize:

H1. Message recipients will be more likely to be victimized by

phishing messages with high argument quality.

Heuristic processing depends on readily available heuristic

cues. One heuristic cue that has been extensively studied
credibility assessment (Metzger, 2007).
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(Sussman and Siegal, 2003; Zhang and Watts, 2008) and that

phishing offenders often employ is source credibility: Most

phishing messages assume a false source identitydusually,

a credible source such as a friend or authoritative department.

The effectiveness of (false) source credibility has been

repeatedly demonstrated in actual phishing attacks, thus:

H2.1. Message recipients will be more likely to be victimized by

phishing messages pretending to be from a source with higher level

of source credibility.

Another heuristic cue that we propose to study is genre

conformity. Genres are “socially recognized types of commu-

nicative actions that are habitually enacted by members of

a community to realize particular social purposes” (Orlikowski

and Yates, 1994). Genres serve as templates for communica-

tion. They represent the association between communication

formats and communication purposes (Yates et al., 1999) and

help to improve communication efficiency and effectiveness.

For example, as businesses usually develop specific

communication genres to communicate with their customers.

For example, email messages from a bank to its customers

might employ consistent use of logos, fonts, phrases, and

overall organization. Over time, customers become accus-

tomed to these characteristics and use them as heuristic cues

of authenticity. Phishing offenders can abuse these genres by

creating messages that resemble legitimate messages and

mislead the recipients into believing that the messages are

valid (Zhang and Watts, 2003).

In this research model, we define genre conformity as the

extent to which the composition of a phishing message

conforms to the relevant genre used by a legitimatemessage it

attempts to mimic, and posit:

H2.2. Message recipients will be more likely to be victimized by

phishing messages with higher level of genre conformity.

Factors that can affect the extent of systematic processing

and heuristic processing are typically modeled as moderators

in research using dual-process theories (e.g., Sussman and

Siegal, 2003; Zhang and Watts, 2008). In this research model,

we focus on one personality variable, need for cognition, and one

contextual variable, pressure for immediate action. Need for

cognition refers to the intrinsic desire for a person to compre-

hend and structure environmental information. It captures

individual differences in predisposition to engage in effortful

cognitive activities (Cacioppo and Petty, 1982; Petty and

Cacioppo, 1986). Previous research suggests that people with

a higher level of need for cognition aremore likely to engage in

systematic processing and less likely to be influenced by

heuristic processing. Since an increased level of systematic

processing is more likely to reveal the false content in

a phishing message, recipients with higher level of need of

cognition are less likely to be victimized. Thuswehypothesize:

H3.1 Message recipients with higher need for cognition is less likely

to be victimized.

H3.2 Effect of source credibility on victimization will be less for

message recipients with higher need for cognition than for those with

lower need for cognition.
H3.3 Effect of genre conformity on victimization will be less for

message recipients with higher need for cognition.

Systematic processing demands time and cognitive

resources. Systematic processing is suppressed if message

recipients are distracted or are pressed for time. Some

phishing attacks attempt to exaggerate the urgency of

responding to or acting on the message as soon as possible,

thus suppressing systematic processing. Under such circum-

stances, message recipients usually have to rely on heuristic

processing tomake decisions, which are often incorrect due to

bogus heuristic cues. Thus, we hypothesize,

H4.1 Phishing messages that impose more time pressure decrease

the effect of argument quality.

H4.2 Phishing messages that impose more time pressure increase the

effect of source credibility.

H4.3 Phishing messages that impose more time pressure increase the

effect of genre conformity.

Lastly, we explore factors that can lower the sufficiency

threshold for message recipients. Pretexting is a commonly-

used technique in social engineering attacks with which

offenders use a pre-designed scenario to legitimize their

interactions with potential victims, reduce their suspicions,

and eventually mislead them to give away sensitive infor-

mation or perform actions that would be deemed atypical or

otherwise in violation of company policies (Mitnick and

Simon, 2002). Pretexting comes in many forms. A common

prerequisite for pretexting success is research into people and

events within a victim’s organization. For example, a perpe-

trator might read a newspaper story about a hacking attack at

a hospital in which patient data was compromised. The story

might include a quote from a company executive that the XYZ

consulting firm has been hired to investigate the cause and

improve data security. The perpetrator might then craft

a message that appears to be from an employee of XYZ

consulting firm, access the hospital’s web site to extract

employee email addresses, and target those employees with

a false request to change their passwords. In terms of the

HSM, we hypothesize that pretexting lowers the sufficiency

threshold of message recipients, and hence:

H5. Phishing attacks coupled with pretexting are more likely to

victimize message recipients.

We also believe that phishing messages targeting less

damage will lead themessage recipients to care less about the

message validity and more likely to act as instructed by the

message. As research in ecommerce and information privacy

has long suggested, people’s online behavior is influenced by

their perception of how risky that behavior will be (Dinev and

Hart, 2006). When people perceive a high risk of losing control

of their information, they are more likely to guard the infor-

mation (Malhotra et al., 2004). Conversely, when they do not

feel that they havemuch to lose, they are more likely to oblige

and disclose information (Li et al., 2011). Moreover, an indi-

vidual’s assessment of potential damage is situational, rooted

in the circumstance under which the decision is made (Li

et al., 2011). With less damage (e.g., asking for a small

http://dx.doi.org/10.1016/j.cose.2012.12.003
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amount of donation or less sensitive information), phishing

attackers may avoid raising the sufficiency threshold or even

lower it, reducing the probability that message recipients will

engage in systematic processing. Thus,

H6. Phishing attacks targeting less damage are more likely to

victimize message recipients.
Fig. 3 e A. Phishing email mes
5. Research method

5.1. Overview

Students in agraduate informationassuranceclasswereasked

to develop, launch, and analyze the results of a phishing attack
sage; B. Phishing survey.
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against 105 faculty and staff members at the School of

Management in a public university located in southwest US. A

faculty member supervised each step but the students them-

selveswere responsible for all aspectsof the attack.Beyond the

educational objectives for the students, the exercise was

intended to gauge faculty and staff susceptibility and the

effectiveness of spear phishing. Spear phishing targets specific

victims and high net worth individuals, often with intimate

knowledge of the target organization and/or individuals.

Phishing emails arrive at the school email server on a daily

basis though almost all are caught by email filters. Of those

messages that do escape filtering, many have significant flaws

in their design such as grammatical errors or strange source

email addresses. This exercise was intended to test user

susceptibility to a sophisticated spear phishing attack.

The team’s approach in this exercise was a two-phase

operation. The first phase entailed crafting a message that

achieved two goals:

� Incorporatemultiple techniquestopromote incorrectorbiased

heuristic processing and suppress systematic processing

� Survive at least minimal systematic processing if the first

goal wasn’t achieved

The second phase was to include a hyperlink within the

email for the victim to complete a survey on current events at
Fig. 4 e Masquerad
the institution. The goalwas to phish staff and faculty for their

login and password credentials just like a cyber-criminal

would.

5.2. Anatomy of the attack

Students were instructed to employ several techniques to

boost attack effectiveness:

� Mimic the structure and content of existing university

communications (genre conformity)

� Choose a subject area of timely interest to many intended

victims (pretexting)

� Create a sense of urgency (time criticality or time pressure)

Instead of ‘spoofing’ an email to look like it came from

a valid email address in the organization the team created one

they felt would appear genuine, UNMsurveys@gmail.com,

with the from field ‘UNM Surveys’. In order to pique the

interest of the intended victims the team needed to find

a current topic of interest at the institution and request input

and comments. Looming budget cuts to academics and

administration during a volatile time and related rumors

about possible cuts to retirement and other benefits provided

an ideal basis for pretexting. In addition, publicly reported

delays in budget talks coupled with a general lack of
ed login page.
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transparency by university administrators had now placed

the target population in a vulnerable position e anxious to get

an update on the situation and eager to provide feedback. In

addition, the university had used the services of an outside

company a fewmonths earlier for an unrelated faculty survey.

With the delivery method in place and the carrier message

crafted the team continued to phase 2.

The team mimiced the UNM CAS (Central Authentication

Service) login template since as it was universally familiar

around campus. It was a simple process of copying over the

source code and saving it to a new file on our server. Addi-

tionally they recycled a small script used in previous classes

which records the victim’s IP address, Net ID and password,

and stores them in a file. In order to ensure the personal

security and integrity of the victim’s information they also

built a script to remove the first five characters of the Net ID

and password before being stored. In order to bypass the email

filtering services the team registered a valid domain name to

embed in the email that would host the survey and authen-

tication web site, http://login.unmsurveys.org.

Theemail shown inFig. 3Awas sent to all school faculty and

staffmembers at the university email addresses.Manyparts of

themessage incorporate heuristic cues fromsimilar legitimate

email messages including the banner, links at the top of the

page, fonts, and general layout. Students searched publicly-

accessible archives of older email messages via the university
Fig. 5 e Actual unive
website inorder tofindsamples toemulate. Theuniversityhad

conducted multiple surveys on a variety of topics in the

precedingmonths includinghealthcare insurance, commuting

habits, and evaluations of senior administrators. Thus, the

arrival of yet another survey request should not have raised

manysuspicionsby itself among intendedvictims.Anexample

is shown in Fig. 3B, where elements of the message mimic

those of common communications between a university and

its faculty and staff using heuristic cues such as colors, logos,

and the standard layout of an internal newsletter.

If the hyperlink in the blue box was clicked, the intended

victim’s Web browser was directed to a page on a server

managed by the students (see Fig. 4). The displayed page

mimics the real login page for the university faculty/staff

portal in minute detail (see Fig. 5). If the intended victim

entered a username and password then he or she was redir-

ected to a two-page retirement survey (Fig. 6 shows the first

page). Usernames, passwords, and survey responses were not

stored or further analyzed.

5.3. Results and findings

There were 105 people listed in the school’s staff and faculty

distribution lists. Within a 22 min period the spear phishing

attack was able to bait 38 people to click the embedded link

and log 16 sets of credentials (see Table 1). At that point, the
rsity login page.

http://login.unmsurveys.org
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attackers could have compromised their computer systems

and any digital resources for which they had sufficient privi-

leges. A real phishing scam might have also embedded

a worm or virus into the page and infected the victim’s

computer.

The experiment could have victimized more users were it

not for an unfortunate detailda detail that made the phishing

email seem authentic but also led its discovery as a fraud. The

message used a name very similar to the name of an employee

from the Office of the President. The similarity made the

message appear to come from an appropriate and credible

source but it also meant that this person could be directly

contacted for confirmation. The Associate Dean at the School

of Management quickly contacted this person to ask if the

email he receivedwas fromher, towhich she respondedno.He

then sent a message to all faculty and staff alerting them that

the email was not real and warning them to not click the link.
Table 1 e Phishing results.

Clicked the link Submitted credentials
(net ID/password)

Number 38 16

Percentage 36.19% 15.24%
6. Discussion & limitations

Table 2 summarizes the correspondence between testable

hypotheses in our research model and salient features of the

explorative study. Though the study was neither a controlled

experiment nor an exhaustive test of the hypotheses, its

design and results do support the plausibility of applying HSM

to studying phishing since all of the results are consistentwith

the hypotheses we were able to test.

The successful launch of the spear phishing attack can

help scientifically explain the influences of the independent

variables on the dependent variable in an interpretive

manner. In terms of scientific research validation, a narrowly

targeted spear phishing attack has inherent advantages and

limitations. Spear phishingmessages appear to originate from

a trusted source (i.e., a person in a position of authority of the

victim’s own organization), so it’s likely that the research

model carries exceedingly satisfactory explanatory power of

the independent variables on the dependent variable (i.e.,

victimization). Yet employing spear phishing to test the

proposed research model risks loss of generalizability due to

the narrow focus of the targeted victims. The masqueraded

email has high-quality grammar and punctuation as well as

convincing and properly formatted contentdin other words,

high argument quality. The surprisingly short time frame

http://dx.doi.org/10.1016/j.cose.2012.12.003
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Table 2 e Correspondence among testable model hypotheses and results of the study.

Hypothesis Explorative study

H1. Message recipients will be more likely to be victimized

by phishing messages with high argument quality.

Message was well-crafted with proper grammar,

punctuation, and style, and lacking obvious content

or format errors e hypothesis is consistent with study results

H2.1. Message recipients will be more likely to be victimized

by phishing messages pretending to be from a source with

higher level of source credibility.

Fraudulent message source was purportedly a high-ranking

official within the intended victims’ organization e hypothesis

is consistent with study results

H2.2. Message recipients will be more likely to be victimized

by phishing messages with higher level of genre conformity.

Message mimicked legitimate organizational messages with

attributes such as layout, font, and images e hypothesis is

consistent with results

H3.1 Message recipients with higher need for cognition is less

likely to be victimized.

Faculty and staff tend to have high education levels and strong

attention to detail indicative of need for cognition though actual

levels and differences in levels between victims and non-victims

weren’t measured e consistency of hypotheses with study results

is uncertain

H3.2 Effect of source credibility on victimization will be less for

message recipients with higher need for cognition than for

those with lower need for cognition.

H3.3 Effect of genre conformity on victimization will be less for

message recipients with higher need for cognition.

H4.1 Phishing messages that impose more time pressure decrease

the effect of argument quality.

Time pressure was only weakly present in the study e hypothesis

is not fully tested

H4.2 Phishing messages that impose more time pressure increase

the effect of source credibility.

H4.3 Phishing messages that impose more time pressure increase

the effect of genre conformity.

H5. Phishing attacks coupled with pretexting are more likely to

victimize message recipients.

Message incorporated strong pretexting e hypothesis is consistent

with study results

H6. Phishing attacks targeting less damage are more likely to

victimize message recipients.

Message didn’t incorporate any elements with obvious damage

potential e hypothesis is consistent with study results
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required to capture 16 valid login credentials is consistent

with H1. In other words, high argument quality appears to

lead to successful victimization.

The phishing email spoofed an authoritative university

official’s identify, thus generating source credibility. Until the

email was personally verified by a potential victim, the

fraudulent source credibility was unchallenged. Has the

results of the Associate Dean’s systematic processing not been

quickly communicated to others, the population of victims

might have been larger. Thus, H2.1 appears to be consistent

with the attack’s success.

Furthermore, H2.2 also seems consistent with the results

because the victims surmised that the email communication

was a legitimate organizational communication due to its

strong genre conformity. The student team went to great

lengths to ensure genre conformity by examining similar

publicly-accessible messages and mimicking as many of their

features as possible.

Due to the fact that the current data analytical method is

insufficient to catch the moderating effect given the absent

measure levels of need for cognition and time pressure, H3.* and

H4.* are in store for future empirical validation. We however

conjecture that phishing messages which carry less need for

cognition and time pressure could further justify the success

of this spear phishing attack given the fact that email

communication frequently occurs between the university and

its employees.

The message exhibited a degree of genre conformity

through timing and content. By incorporating a “hot topic” for

the intended victims (i.e., retirement plan and benefits), the

phishing attack effectively legitimized the interactions

between the student team and the victims. Also, the low
potential for damage plays a significant role in convincing the

victims to divulge their confidential information in a short

time. As such, H5 and H6 appear consistent with the attack

results.

The proposed research model serves as an overarching

model for future studies. This study shows that HSM has the

potential to be a solid theoretical foundation for studying

phishing. It provides a theoretical framework for future

research inwhichbothqualitativeandquantitativedatawill be

collected to more thoroughly examine and gauge the research

model andhypotheses. Qualitative data collected throughfield

observations and interviews will allow researchers to gain

more first-hand insights into the phishing attacks and the

messages they use, and provide the opportunity to verify

theoretical reasoning and refine it. In addition, quantitative

data collected through scenario-based surveys, on the other

hand, will allow investigators to test the hypotheses in a posi-

tivist way. It is hoped that the proposedmoderating effects on

hypotheses H3.2, H3.3, H4.2, and H4.3 shall be examined in

a quantitative approach (i.e., using Structural Equation

Modeling technique). Through triangulating the findings from

both methodological approaches, future researchers can gain

more confidence in the validity of the findings toward scien-

tifically rigorous outcomes in the near future.

Despite the fact that the explorative study strives to vali-

date the proposed framework in a qualitative way, this study

inevitably suffers from several limitations. First, the

constructs and hypotheses need to be further operationalized

to enhance their rigor and appropriateness for further parsi-

monious investigations. Second, although a detailed under-

standing of the determinants of phishing victimization is an

interesting goal in itself, many researchers, system/network

http://dx.doi.org/10.1016/j.cose.2012.12.003
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administrators, and users are more interested in how to

prevent phishing victimization. One possible application of

the results of controlled experiments of the above hypotheses

will be to determinewhich are proven and towhat extent each

contributes to victimization. Knowing which model compo-

nents are most significant will provide direction to further

research specifically targeted to reducing victimization and

will ultimately enable more precise targeting of anti-phishing

efforts. For example, if source credibility were the most

significant determinant, anti-phishing technology researchers

and vendors might achieve greater success by concentrating

their efforts on sender identification technologies and system

administrators might add them to email and other messaging

systems. In addition, user training efforts might place greater

emphasis on identifying bogus and valid senders and teach

specifically-targeted techniques, skills, and exercises to do so.
7. Conclusions

In this article we propose a study of victimization by phishing

based on HSM. Through this qualitative explorative study, we

hope to offer instrumental insights to the often neglected

human aspects of information systems security management

and to theoretically advance behavioral information security

research. Applying HSM to victimization by phishing, we

strive to test the theoretical underpinning in a new research

context, and potentially advance this popular theory as well

as this line of research. We believe that the surprising yet

intriguing results derived from this study can pragmatically

inform business decision-makers of how employees can deal

with phishing attacks and social policy-makers of how public

can recognize and circumvent phishing attacks.
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