European Journal of Information Systems (2009) 1-12 *
© 2009 Operational Research Society Ltd. All rights reserved 0960-085X/09

www.palgrave-journals.com/ejis/

Improving multiple-password recall:
an empirical study

Jie Zhang',

Xin Luo?,

Somasheker Akkaladevi' and
Jennifer Ziegelmayer?

"Department of Computer Information Systems,
School of Business, Virginia State University,
Petersburg, VA, U.S.A.; 2Anderson School of
Management, The University of New Mexico,
Albuquerque, NM, U.S.A.; 3Computer
Information Systems, College of Business, Delta
State University, Cleveland, MS, U.S.A.

Correspondence: Jie Zhang, Department of
Computer Information Systems, School of
Business, Virginia State University,
Petersburg, VA 23806, U.S.A.

E-mail: jzhang@vsu.edu

Received: 8 April 2008
Revised: 18 August 2008

2nd Revision: 31 January 2009
Accepted: 23 February 2009

Abstract

As one of the most common authentication methods, passwords help secure
information by granting access only to authorized parties. To be effective,
passwords should be strong, secret, and memorable. While password strength
can be enforced by automated information technology policies, users
frequently jeopardize secrecy to improve memorability. The password
memorability problem is exacerbated by the number of different passwords a
user is required to remember. While short-term memory theories have been
applied to individual-password management problems, the relationship
between memory and the multiple-password problem has not been examined.
This paper treats the multiple-password management crisis as a search and
retrieval problem involving human beings’ long-term memory. We propose
that interference between different passwords is one of the major challenges
to multiple-password recall and that interference alleviation methods can
significantly improve multiple-password recall. A lab experiment was con-
ducted to examine the effectiveness of two interference alleviation methods:
the list reduction method and the unique identifier method. While both
methods improve multiple-password recall performance, the list reduction
method leads to statistically significant improvement. The results demonstrate
the potential merit of practices targeting multiple-password interference. By
introducing long-term memory theory to multiple-password memorability
issues, this study presents implications benefiting users and serves as the
potential starting point for future research.
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Introduction
Information security management has become one of the most pressing
issues facing businesses in today’s competitive information technology
(IT)-driven world. User authentication serves as the first defense against
security breaches. The prevailing authentication method involves the use
of passwords which grant access only to authorized parties. It has been
reported that 86% of U.S. companies use password authentication
(InformationWeek, 2007) and, according to a Deloitte security survey
(2007), 53% of surveyed organizations rely solely on password-based
authentication for end-user Internet transactions. In the U.K., four-fifths of
surveyed companies use passwords as the only authentication method
(DTI survey, 2006). Since organizations widely adopt and heavily depend
on password authentication methods, the issue of password management
is of utmost importance.

In order to serve as an effective authentication method, passwords must
be strong, secret, and memorable (Wiedenbeck et al., 2005; Bellovin, 2006).
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‘Strong’ passwords are those that are difficult for others to
guess; ‘secret’ passwords are hard for others to locate and
obtain;

and ‘memorable’ passwords are those that users can
easily remember. As a knowledge-based authentication
mechanism, passwords depend on human memory.
Yet, the increasing complexity and quantity of pass-
words make it nearly impossible for users to remember
all of their passwords. Hence, users trade security for
memorability. The effectiveness of password authentica-
tion can be jeopardized by end-users’ mispractice,
which is an inevitable consequence of human memory
limitations.

Mispractice, including choosing weak passwords, writ-
ing passwords down, and using a common password for
multiple accounts, has been widely reported in a variety
of security surveys. User-created passwords are usually
neither strong nor secret (Warkentin et al.,, 2004;
Wiedenbeck et al., 2005; Vu et al., 2007). In fact, the
top 10 passwords used on the Internet are all weak
passwords (PC Magazine, 2007). When IT-enforced
policies require users to choose strong passwords, users
often write their passwords on a Post-it note stuck to the
monitor, thereby compromising secrecy and defeating
the purpose of having a password. Sixty-six percent of
managers have observed employees writing passwords
down on paper at work (RSA, 2006a). Furthermore, a
recent Kaspersky security survey found that more than
50% of respondents use only one to four passwords,
suggesting that password reuse is a common practice
(PCPro, 2007). Users’ mispractice is so common that
passwords have become ‘the weak link’ in computer
security.

The average employee must remember three different
job-related user IDs and passwords. Some employees need
to remember more than 10 passwords (DTI survey, 2006).
In addition, they must recall many personal passwords
for a variety of electronic systems including ATM
machines, voice message systems, and websites. As the
number of username/password pairs increase, the cogni-
tive load creates ‘access amnesia’ resulting in confused or
forgotten passwords. So many passwords are stored in
human memory that they interfere with each other, and
it is hard to separate one password from the others. Users
are especially frustrated by the interference caused by
having used a series of passwords for the same account.
Requiring frequent password changes is a common
security practice that contributes to interference. Massad
& Beachboard (2008, p. 7) documented the frustration of
one user who stated, ‘because of the frequent password
change requirements I was using the wrong password
(had forgotten that I had changed it from my most
commonly used password). My account locked up and
I was not able to access it because of incorrect password
[sic]’. According to the 2006 password management
survey (RSA, 2006a), 39% of respondents in the Asia-
Pacific region, 34% of users in Europe, and 23% of users
in the U.S. are required to change their passwords on a

monthly basis. However, these frequent password
changes increase the burden on human memory and
may encourage users to resort to writing down their
passwords (Stanton et al., 2005).

Despite the drawbacks, passwords are likely to remain
the dominant authentication technology (Wiedenbeck
et al., 2005). While alternative authentication methods
exist (e.g., public key encryption, one-time logon tokens,
or biometric authentication), each would require wide-
spread adoption of a variety of standards and hardware
devices. Hence, the issues of reliability, privacy, and
cost prevent these methods from being widely deployed.
According to the 2007 Computer Security Institute (CSI)
survey, only 18% of companies use biometric techno-
logies and 35% use smart card/one-time tokens. On the
other hand, 51% of companies use traditional password-
based authentication. Furthermore, many other security-
oriented technologies incorporate passwords to some
extent, and, therefore, using them does not eliminate the
issues related to memorability.

The interrelationship between text password security
and memory theory has long been recognized. Previous
studies relied on short-term memory theories and focused
mainly on suggesting strong, yet easily recalled indivi-
dual passwords (Smith, 2002; Carstens et al., 2004; Yan
et al., 2004; Zviran & Erlich, 2006). However, improving
the memorability of individual passwords helps only to a
limited extent. In password practice, users are faced with
multiple passwords. This poses different challenges from
those of single-password management. No matter how
easy passwords are to memorize, the real challenge is
to memorize and correctly match numerous strong pass-
words to their corresponding accounts. Therefore, we
believe a gap lies between password research and pass-
word practice.

In an effort to fill the void, this paper targets the
multiple-password management crisis and treats it as
a search-and-retrieval problem that involves humans’
long-term memory. Cognitive psychology provides the
theoretical foundation of this research. As the password
problem is due to human memory limitations, it is appro-
priate to use memory theory to analyze the problem.
While previous studies applied short-term memory
theory to the individual password problem (Warkentin
et al., 2004; Yan et al., 2004; Carstens et al., 2006), the
uniqueness of the multiple-password problem and the
application of long-term memory in password manage-
ment have not been examined. Recognizing that the
password problem is by nature a human memory
problem, this study endeavors to examine the memory
mechanism involved in recalling properly associated
passwords. This research further explores memory issues
related to password systems from a theoretical and
experimental viewpoint. It breaks new ground by in-
corporating Atkinson & Shiffrin’s (1968) Stage of Memory
Theory (SMT) from applied psychology into password
studies. We employ this classic theory to identify the
distinction and connection between short-term and
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long-term memory and to form the theoretical foundation
for scientific investigation of long-term memory theory
and password management. Based on the SMT and
password-related literature, we contend that the inter-
ference among different passwords is one of the major
challenges to multiple-password recall. As such, our
research question is ‘can interference alleviation mechan-
isms significantly improve multiple-password recall?” We
propose two interference alleviation methods: the list
reduction method and the unique identifier method.
These were operationalized as the ‘First Letter’ treatment
and the ‘Password Rules’ treatment, and an experiment
was conducted to empirically evaluate their efficacy.

This research is the first attempt to apply a theoretical
lens to the intriguing phenomenon of interference in
multiple-password recall. The contribution of this paper
is three-fold: first, it identifies multiple-password man-
agement (vs human memorability) as a separate aspect of
the existing password predicament; second, it extends
previous studies in the domain of theoretical application
of memory in password problems from short-term
memory theory to long-term memory theory; and third,
it specifically investigates the efficacy of interference
reducing techniques in improving password recall in
multiple-password situations.

The remainder of this paper is organized as follows. A
recap of the multiple-password problem and theoretical
bases of the study are described next. The experiment
section describes how data were collected, followed by
data analysis and results. The details of the two suggested
techniques are also explained in the experiment section.
The paper concludes with a discussion of results,
implications to academia and practice, limitations, and
suggestions for future research.

Literature review

The multiple-password problem

Currently, the use of passwords is the most popular
authentication method. Many organizations use pass-
words to secure computer systems, limit access to
sensitive information, and safeguard remote or online
transactions. More than 25% of end-users reported
managing more than 13 passwords at work alone (RSA,
2005). In addition, many people also create passwords for
other purposes such as personal finance, online shop-
ping, gaming, and online communication. Users are
advised to use unique passwords for different accounts,
implement strong passwords, and change passwords from
time to time. However, if end-users follow this advice,
they will be required to memorize more passwords than
human memory capacity permits.

A recent survey conducted by Kaspersky Lab (PCPro,
2007) found that 62% of users had up to 10 password-
protected online accounts and 23% of users had more
than 20 password-protected accounts. Password overload
forces users to develop techniques to manage multiple
passwords. Some rely on technological aids (e.g., remo-

vable storage devices, encrypted spreadsheets, or data-
bases) as security vehicles to track their passwords. This,
however, requires physical security measures and the
fragility of the hardware creates a point of failure with
potentially catastrophic consequences. Password reuse is
another technique users employ. Fifty-one percent of
users used common passwords for multiple accounts.
Such behaviors raise security risks that could lead to
identity theft. Hackers could obtain a password from a
less secure application and use that password to access
more sensitive accounts such as banking or shopping
accounts. Hence, having multiple passwords decreases
memorability and harms the password mechanism
(Adams & Sasse, 1999; Ives et al., 2004).

Pure technical solutions are already in place. Enterprise
single sign-on (ESSO) technology allows end-users to
automatically logon to all authorized applications using
a single user ID and password combination, thereby
reducing the number of work-related passwords to
remember. According to a Deloitte security survey
(2007), 28% of organizations had already implemented
single sign-on systems and 25% expected to implement it
in the next 12 months, indicating wide adoption and
growing acceptance of such technology. However, user
control over each application, which sometimes func-
tions at different levels, is traded for convenience.
Furthermore, there is a tremendous potential for the
misuse of data in malicious ways. If this single password
is compromised, multiple applications are subject to
unauthorized access and abuse. The potential loss is
huge. On the other hand, ESSO in conjunction with a
secondary authentication method, for example, smart
cards, may offer enough security assurance while alleviat-
ing the password burden for work-related accounts. Yet,
only 10% of companies that implemented ESSO adopted
such strong authentication (RSA, 2006b).

In addition to work-related accounts, end-users also
need to keep track of numerous personal accounts such as
personal finance accounts, e-commerce accounts, com-
munication accounts for email or instant messaging,
gaming accounts, and social networking accounts. Var-
ious password management systems (PMSs) are available
to deal with personal logon tasks, but each has limita-
tions and disadvantages (Mulligan & Elbirt, 2005).
Microsoft Internet Explorer and Mozilla Firefox both
offer password storage mechanisms. Online account
passwords are stored on local computers and can be
automatically retrieved when users revisit the websites
through that computer. Other software, such as
PasswordSafe and KWallet, can be used to store multiple
passwords on a local computer as an encrypted
file, which in turn is protected by a master password.
Users are only required to memorize that master
password. However, PMSs are not a panacea. Current
PMSs replace rather than facilitate human memory.
Owing to the lack of repeated password entry, users
are likely to forget their passwords when they need to
login from a different computer.
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Furthermore, PMSs do not increase security in the
authentication process but rather increase user conve-
nience. In actuality, PMSs simply move the point of
failure to the single password on the local computer
(Mulligan & Elbirt, 2005). Hence, users and organizations
need to ensure that PMSs are both properly implemented
and used, maintaining an awareness of risk factors
that may be involved (PistolStar, 2006). In addition,
users must overcome uncertainty and distrust in
using the application to perform its role. If end-users
forget the master password, they will be denied access
to multiple applications. When the local computer is a
laptop, accidental loss of the laptop may also put
the stored passwords into the wrong hands. If attackers
have access to either the master password or the
encrypted password file, they could gain access to all
the passwords. Also, the potential for a virus specifically
targeting these systems may pose severe security pro-
blems (Mulligan & Elbirt, 2005). This risk can be
substantial, considering the widespread and increasingly
destructive impact of malware.

Another mechanism to alleviate the password recall
problem is minimal-feedback hint systems (Lu & Twidale,
2003; Hertzum, 2004; Hertzum, 2006). Intended to jog
users’ memories, these systems offer users partial hints
about their user IDs and passwords. However, such
systems also rely on storing account information on
local computers and therefore have similar drawbacks.

In terms of password design, the multiple-password
problem is subject to the longstanding debate about
password usability and security. The more secure the
password mechanism is designed to be, the less usable it
is. Strong and proactive password restrictions only make
the password problem worse (Proctor et al., 2002) and
enforcing password rules makes passwords more difficult
to remember (Campbell et al.,, 2007). No amount of
training or awareness can change the basic cognitive
limitations which make it impossible for users to
simultaneously accommodate the security recommenda-
tions of multiple systems. As the number of passwords
increases, the password mechanism does not work due to
these human memory limitations. Conklin et al. (2004)
pointed out that, from the engineering point of view,
software development focuses on a single password but
ignores the scalability problem. Hence, they proposed
that engineers should approach the password problem
using a new mindset.

Users can remember only five unrelated passwords
(Adams & Sasse, 1999). Hence, managing multiple
accounts decreases password recall accuracy (Vu et al.,
2007). Furthermore, multiple passwords become more
problematic over time as people have more and more
accounts (Gaw & Felten, 2006). With increasing numbers
of passwords and accounts, association - relating a
correct password to the wrong account — becomes a
common type of password recall error. When using
related passwords, users are frequently troubled by with-
in-list interference and have difficulty in accurately

recalling any specific one. These related passwords are
often linked by some common element and only differ
slightly, for example, password1, password2, password$,
etc. (Adams & Sasse, 1999). Hence, it is easy to confuse
the password for one account with those for other
accounts. This memorization burden results in a trade-
off between the ease of use and the effectiveness of
password systems (Warkentin et al., 2004). Brown et al.
(2004) surveyed 218 students and 22.5% of them
experienced password mix-ups. RSA (2005) found that
90% of the respondents expressed frustration with
multiple-password management. Despite the evidence
of a multiple-password problem, no systematic approach
to the solution in terms of human cognition and
behaviors has been explored.

Previous studies have applied memory theories to
individual password problems (Warkentin et al., 2004;
Yan et al., 2004; Carstens et al., 2006), focusing primarily
on short-term memory theories such as chunking theory
(Miller, 1956; Simon, 1974). According to Simon (1974),
information is not processed in single strands or discrete
entities but as ‘chunks’ of similar or equivalent data.
Furthermore, Bishop (1990) indicated that, for easier
memorability, passwords should ideally be composed of
chunks that have psychological significance to the pass-
words’ creator. Several smaller chunks can then be
grouped into fewer larger ones through semantic encod-
ing. While passwords consisting of fewer ‘chunks’ may be
easier to remember individually, they may not necessarily
be easy to pair with their specific accounts. Such pairing
information requires extra effort to index and memorize
(Simon, 1974). Short-term memory
theories are therefore not adequate to explain multiple-
password recall problems. The unique challenge of
multiple-password management calls for memory
theories that target the storage and retrieval of multiple
account-password pairs.

The stage of memory theory (SMT)

The multiple-password problem can be considered an
information retrieval problem related to long-term
memory. In order to answer the question of why
passwords cannot be recalled accurately, we need to
understand how they are stored in the long-term memory
in the first place. When we turn to cognitive psychology
for information transition and storage theories, we
find an old, simple, yet popular multi-store theory:
Atkinson & Shiffrin’s (1968) SMT. This classic theory’s
approach to human memory is supported by psycho-
logical research (Davelaar et al., 2005; Talmi et al., 2005)
and forms the foundation of this study.

SMT postulates that information is processed and
stored at three stages (Figure 1). First, a stimulus-response
pair, also called external input, enters the sensory
register. This piece of input information is then either
lost in a very short period of time or it enters the
next stage - the short-term store. Information in
auditory-verbal-linguistic format may stay in short-term
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Figure 1T Human memory: a proposed system by Atkinson &
Shiffrin (1968, p. 113).

store for about 15-30s. The longer the information stays
in the short-term store, the more likely that it enters
long-term store and the stronger its trace in the long-term
store. Trace measures the strength of information stored
in the memory. Rehearsal, a control process, may prolong
the stay of the input information and thereby make it
more likely to enter the long-term store. Finally, the
information is either lost or it enters the long-term
store and becomes part of long-term memory. Decay,
interference, and loss of trace strength all hinder the
successful recall of the information that resides in
the long-term memory. Interference is chiefly due to
the intervention of similar information. In the multiple-
password context, different account-password pairs inter-
fere with each other, thereby making it difficult to
accurately recall any specific account-password pair.

Atkinson & Shiffrin (1968) proposed that both search
and retrieval are determined by the trace of the informa-
tion. When the trace is strong and complete, related
information is expected to be easier to locate and recall.
The trace can be diminished by interference. Thus, search
and retrieval processes can benefit from techniques that
help avoid interference and thereby retain trace.

When we apply SMT to the multiple-password pro-
blem, we consider account-password pairs to be stimulus-
response pairs that must be remembered. Since a user
deliberately creates and memorizes passwords and their

corresponding accounts, it is reasonable to conclude that
these account-password pairs will eventually transfer
from short-term store to long-term store and become
part of long-term memory. Using SMT, we can investigate
the storage, search, and retrieval process of these account-
password pairs. We may also explore the interference
effect among these account-password pairs. Finally, we
can discover effective triggers for the recall of such
account-password pairs.

Our research attempts to answer the question ‘can
interference alleviation mechanisms significantly im-
prove multiple-password recall?’ This study tests two
possible methods to alleviate password interference. The
first method is to help users limit their search to a specific
password list. We do this by providing the user with the
first letter of their password. This reduces their search to
only their passwords beginning with that letter. This
‘First Letter’ hint was suggested as being effective by
Norma Graham’s experiment (as cited in Atkinson &
Shiffrin, 1968, p. 120), in which the subjects were asked
to recall the names of state capitals. The second method
is to remind the user of the distinctive characteristics
of the password. We do this by displaying the rules the
user was required to follow in creating the password.
Password rules usually specify characteristics of an
acceptable password, for example, length, valid charac-
ters, required characters, or prohibited characters. These
password format restrictions often force end-users to
create unique passwords that are not particularly memor-
able to the user (Gaw & Felten, 2006). Such unique
passwords distinguish themselves from other passwords
due to the restrictions specified in the password creation
rules. Since distinctiveness facilitates the retrieval of
items from a search set in memory (Schmidt, 1991), we
propose that the same password rules that compel the
creation of unique passwords will assist users in recalling
those passwords. An experiment was conducted to test
the effectiveness of these two interference-reducing
methods.

Experiment

The experiment was comprised of two stages: (1) multi-
ple-password creation, and (2) multiple-password recall.
In the first stage, the participants were asked to create
unique passwords for four separate accounts: shopping,
finance, communication, and travel. This number of
accounts was chosen because users can only memorize up
to four or five unrelated passwords (Adams & Sasse,
1999). One week later, Stage two was conducted. In this
stage, the participants attempted to login to all four
accounts using the passwords they had created the week
before.

Participants

Ninety-three students from a university in the southern
U.S. participated in the experiment for bonus points.
Only students who participated in Stage one were
permitted to participate in Stage two. Subjects were
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students enrolled in introductory microcomputer appli-
cations courses. All of them used computers on a regular
basis and had generated accounts with passwords before.
In addition to any non-school-related accounts, each of
them had at least four school or class-related accounts
that required passwords.

Using student samples is appropriate for password
studies. College students are frequent Internet users and
active participants in online activities, most of which
require creating password-protected accounts. It is re-
ported that on average, college students have more than
eight password-protected accounts (Brown et al., 2004;
Riley, 2006). Furthermore, current password practices of
college students are likely to be carried on into their
future employment (Campbell et al., 2007). While this
study, along with much previous password research (e.g.,
Proctor et al., 2002; Yan et al., 2004; Gaw & Felten, 2006;
Vu et al., 2007), uses student samples, the results can be
generalized to employee populations.

Stage one
The experiment was conducted in the classroom envir-
onment. The participants were directed to a webpage
designed for this experiment. They were asked to
generate unique passwords for four accounts: shopping,
finance, communication, and travel. Because this re-
search focuses solely on password recall, the students
were instructed to create a common user name for all four
accounts. By choosing the accounts from a drop-down
list, they were able to create the four accounts in any
order. Each password had to satisfy different specific
password rules, most of which are common password
rules found on popular websites (see Table 1). Students
were instructed to create passwords that were easy for
them to remember but hard for other people to guess.
They were explicitly told not to write down the pass-
words and that they would need to login to those
accounts in the future using the passwords created.
During the experiment, their instructors walked around
in the classrooms, proctored, and assisted the students in
accessing the website.

Passwords for all accounts had to meet the minimum
length requirement of eight characters. Another rule
shared by all accounts was to ‘use a password with the

first two letters different from your other accounts’. This
rule forced participants to create unique passwords for
each account. All rules were enforced automatically using
a JavaScript program. If an entered password did not
meet the requirement, a pop-up window would display
the rule(s) violated and instruct the user to re-enter a
password.

Once an account was successfully created, the partici-
pant would see a confirmation page displaying the user
name and password for that account on the screen.
Figure 2 depicts an example of a confirmation page. A
shopping account was created for demonstration. The
user name was ‘Testusername’ and the password was

Table 1 Password rules

Account Password rules

Shopping 1. Contain at least eight characters

2. Use at least one number (0-9)

3. Use at least one lower case letter (a-z)

4. Use at least one UPPER case letter (A-Z)

5. Use a password with the first two letters
different from your other accounts

Finance . Contain at least eight characters

. Use at least one number (0-9)

. Use at least one letter (a-z, A-Z)

. Use at least one special character from

@% &#_-

5. Use a password with the first two letters

different from your other accounts

A wWN =

Communication 1. Contain at least eight characters
2. Use both numbers and letters (0-9, a-z, A-Z)
3. Use a password with the first two letters

different from your other accounts

Travel . Contain at least eight characters

. Use at least one number (0-9)

. Use at least one letter (a—z, A-Z)

. Use at least one special punctuation mark

from, ; 7!
5. Use a password with the first two letters
different from your other accounts

A wWN =

USE this link to create more account/accounts
Create another account

Testusername, YOU HAVE CREATED A shopping ACCOUNT SUCCESSFULLY WITH A PASSWORD eSfcTt2f

You still need to create finance communication travel account/accounts

Figure 2 Confirmation page for account creation.
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‘eSfcTt2f’. All important information, including the
account type and password, was highlighted in red to
draw more attention. The participants were instructed
to rehearse the password to help memorize it. The
confirmation page also instructed the participants to
continue creating other accounts. After all four accounts
were created, a confirmation summary page displayed
all four passwords along with the specific account to
which each belonged. Participants were instructed to
take the opportunity to rehearse more. The experiment
was designed in this way because the focus of this study
is password recall from long-term memory. Rehearsal is
an effective method to help new passwords enter long-
term memory (Atkinson & Shiffrin, 1968; Rundus, 1971) .
Because it is uncommon for a user to create four accounts
at one time, rehearsal was necessary in the current
experimental design to avoid the loss of passwords in
short-term memory.

Stage two

In this stage, only students who had completed Stage one
were permitted to participate. At the beginning of Stage
two, the participants were directed to a second website
designed for this experiment. On the website, partici-
pants were asked to type in their user names. Without
their knowledge, the participants were randomly as-
signed to three groups, including one control group
and two treatment groups. After entering the username,
the subject was automatically directed to one of three
login screens according to the assigned group.

If a participant was assigned to the control group,
he/she would see a typical login page with a textbox to
enter the password. However, the screens displayed
for participants in the treatment groups contained
supplemental information about their passwords. In the
so-called ‘First Letter’ treatment group, the login screen
displayed the first letter of the password for the account
selected. In the so-called ‘Password Rules’ group, the
login screen displayed the password rules applied to the
account selected.

Participants could choose any of the four accounts
from a drop-down list and thereby login to their accounts
in any order. They were instructed to attempt to login as
many times as they might do with real accounts, subject
to a time limit of 10min for the four accounts. Setting
unlimited attempts for login can prevent preempting
memory search, thereby allowing login behaviors to be
examined more thoroughly.

Apparatus

For this experiment, software was developed for account
creation and login. Java server pages (JSP) and an Oracle
database residing on an Apache Tomcat server were used
for development. HTML was used for designing all the
experiment web pages. JavaScript was used for validation
and processing. When the subjects created their
accounts, the passwords for each account were stored in
the Oracle database. When participants attempted to

login to their created accounts, the number of login
attempts and information about successful or unsuccess-
ful attempts were tracked by the software. The passwords
typed in, whether correct or not, were also recorded.

Data analysis and results

In total, 70 students participated in both stages. Fifty-
nine students successfully created all four accounts and
attempted to login to all of them. Demographic informa-
tion of these participants is reported in Table 2. Among
the 59 students, 22 were assigned to the control group, 21
were assigned to the ‘First Letter’ group, and 16 were
assigned to the ‘Password Rules’ group. Eleven students
either failed to create or failed to attempt login for all four
accounts and therefore were excluded from the data
analysis due to missing data.

All participants were required to recall four unique
passwords. Participants in the ‘First Letter’ group demon-
strated the best recall performance (M=3.3, SD=1.1),
followed by the ‘Password Rules’ group (M=2.9,
SD=1.3). Participants in the control group displayed
the lowest mean recall rate (M =1.8, SD=1.7). A one-way
ANOVA, with group (control group, ‘First Letter’ group,
and ‘Password Rules’ group) as the independent variable,
was conducted on the performance measure: mean
successful recall rate. The effect of interference alleviation
methods was significant with F(2, 56)=7.115 and
P<0.01 (Table 3). Power analysis was carried out to
examine the reliability of the ANOVA result. Assuming a
large effect size (Cohen’s f=0.4), Cohen’s power table
(1988) shows a power of 0.78, given alpha=0.05 and a
pooled sample size of 20, which is equal to the average
sample size of the three groups. While the power is an
increasing function of effect size, a small change in the
estimated effect size will change the power remarkably.
In this study, the observed effect size is substantially
large (Cohen’s f=0.45), indicating the ANOVA test is
sufficiently powerful.

Table 2 Demographic data

Gender Race Class status

Male 27  White 36 Undergraduate 48

Female 28  Black 19  Graduate 3

Non-reported 4 Non-reported 4  Other 4
Non-reported 4

Table 3 ANOVA results for successful recall rates

Sum of squares d.f. Mean square F-ratio  Sig.

Between groups 27.516 2 13.758 7.115 0.002
Within groups 108.280 56 1.934
Total 135.797 58
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Table 4 Post hoc pairwise comparisons (Based on 35
Games-Howell comparisons) % Control group
Comparison Mean difference (Sig.) 801 ¥ “First Letter” group
» “Password Rules” group
‘First Letter’ vs Control group 1.5606 (P=0.002) § 25
‘Password Rules’ vs Control group 1.1023 (P=0.071) T
‘First Letter’ vs ‘Password Rules’ group 0.4583 (P=0.507) T‘g 20 |
T
S 15 1
[
Since ANOVA F is significant, we conducted post hoc £ 10
analysis to examine which group means are different 3 |
from the others. A summary of the result is presented in
Table 4. For multiple comparisons, the Bonferroni '
adjustment (Abdi, 2007) on the significance level was L

applied to increase the rigor of each individual compar-
ison. To obtain an overall significance level of 0.0S5,
the Bonferroni adjusted level of significance is 0.0167.
The average successful recall rates in both treatment
groups are higher than the control group. However, the
difference is only statistically significant for the ‘First
Letter’ group (P<0.0167). The result offers evidence of
the effectiveness of the ‘First Letter’ treatment. The
effectiveness of the ‘Password Rules’ method is still
subject to further investigation. With a larger sample,
the mean difference between the ‘Password Rules’ group
and the control group may be statistically significant.

On the account creation page, the four accounts were
offered as a drop-down list with a default order of
shopping, finance, communication, and travel. Users
could create accounts in any order by selecting the
corresponding account. While most users followed the
default order, some did not. The order of password
creation may have had a confounding effect on the
complexity and memorability of the passwords created.
Since the experiment required the subjects to create four
completely unique passwords, the last password tended
to be more complex and difficult to memorize. Owing to
the random assignment of participants to the three
experimental groups, order effect, if any exists, is
expected to affect all groups equally and lead to limited
impact on the results, which are based on the comparison
of group means. For more rigorous analysis addressing
this issue, we conducted a complementary experiment to
test whether the order of password creation has an impact
on recall performance.

In this new round of the experiment, the accounts on
the password creation page were randomized. All other
settings were the same as in the original experiment.
Another cohort of students was recruited from the
same university. While nearly 90 students participated
in Stage one of this complementary study, only 76 of
them also completed Stage two. In the end, 49 usable
data points were obtained. The recall performance in this
complementary experiment M =2.12, SD=1.54) was
compared with that of the original experiment
(M =2.63, SD=1.53). There was no significant difference
(t(106)=1.703, P>0.0S5), indicating that the order of

Type of Recall Errors

Figure 3 Password recall errors.

password creation has no significant impact on recall
performance. Hence, the complementary experiment
provided further evidence that our findings are valid,
despite the possible order effect.

Discussion and conclusion

Reasons for recall errors

Since all the entered passwords were recorded, we were
able to examine the types of errors the subjects made in
recalling their passwords. As reported in Figure 3, the
major types of errors include interference errors, number
requirement errors, special character requirement errors,
case errors, and forgotten passwords. The categorized
error counts confirm that interference is the major
reason for multiple-password recall errors, and the two
treatments do help reduce the interference effect.

Errors were classified as interference errors if a partial or
complete password associated with a different account
was recalled instead of the correct password. The control
group, without any interference alleviation mechanism,
displayed the most frequent occurrences (31 occurrences)
of interference errors. Both the ‘First Letter’ group and
the ‘Password Rules’ group displayed fewer interference
errors compared to the control group. In the ‘First Letter’
group, interference occurred eight times, but further
investigation indicated that six out of the eight occur-
rences were due to common first-letter passwords. In
these cases, users had multiple passwords with the same
first letter. This happened because (1) although, accord-
ing to the enforced password rules, the first two letters
of their passwords must be different from each other,
users were permitted to use the same first letter for all
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their passwords if they used a different second letter;
and (2) users did not know in advance that they would
be provided the first letter of their passwords. Without
this knowledge, they did not create their passwords in a
way that would take advantage of the extra help during
login. In these cases, the interference alleviation mechan-
ism may not have been effective because it may not have
reduced the search list.

Numbers and special characters are also major reasons
for recall failure. Common mistakes include omitting
number(s), adding extra number(s), omitting or adding
special character(s), and using the wrong special char-
acter(s). This observation is consistent with previous
research that suggests it is hard to integrate numbers and
special characters into meaningful passwords (Warkentin
et al.,, 2004). While using the wrong case (uppercase/
lowercase), completely forgetting the passwords, and
several other errors are observed, none of them are as
predominant as the previously listed types.

Implications for research

As stated by Dennis & Valacich (2001), the best research
designs tend to openly accept their flaws and aggressively
play to their strengths. The goal of our study was to
isolate the function of accessing and retrieving informa-
tion from long-term memory in order to observe the
impact of interference reducing techniques. This isola-
tion required the precision and control of the experi-
mental methodology. Our methodological approach
diverges from other quantitative studies because we were
interested in gaining the precision, which is the raison
d'étre of experimental research (Dennis & Valacich, 2001),
that would allow us to effectively conduct these experi-
ments in a controlled environment. Our contrived
settings were successfully established with this precision
to allow us to test and extend long-term memory theory
(i.e., SMT) in the new domain of multiple-password
management.

While the primary strength of experimental research is
precision and control, they are gained at the expense of
realism and generalizability. We do not suggest that
the treatments used in this study should necessarily be
applied in practice. They are artifices that we have used
to observe the cognitive process. We believe that the
empirical evidence from this experimental research is
of interest and relevant to the IS community at large in
that understanding how users recall passwords can help
us develop more effective password mechanisms and
thereby reduce user mispractice associated with the
multiple-password problem.

To the best of our knowledge, this research may be the
first theory-based empirical research targeting the multi-
ple-password problem. While previous research has
suggested methods to address the individual password
problem, those methods may not be adequate to assist in
multiple-password recall. In the multiple-password con-
text, easy-to-remember passwords are not necessary easy
to recall. For example, it was observed in the experiment

that one participant used ‘@lpassword’ as the finance
account password. As an individual password with only
three chunks, ‘@ + ‘1’ + ‘password’ is easy to remember.
However, when the participant tried to login to the
corresponding account, the recorded attempts showed
that he/she tried passwords related to other accounts
but did not even relate the word ‘password’ to his/her
accounts. Other similar observations show that multiple-
password management involves unique obstacles and
more challenges than individual password management.
Thus, this phenomenon calls for new views and theore-
tical exploration.

This research serves as an innovative starting point to
apply long-term memory theory to multiple-password
research. Based on the SMT, we proposed that inter-
ference alleviation methods may be effective in improv-
ing multiple-password recall. Experimental results provide
statistical evidence to support this proposition. There is a
rich body of literature that examines effective methods of
improving single-password recall (Warkentin et al., 2004;
Yan et al., 2004; Carstens et al., 2006). The findings of this
research can be integrated with those of previous studies
to help extend the domain. Interference alleviation
methods can be used to help separate a password for a
specific account from other passwords, at which point
methods improving single-password recall can come
into play. Combining interference alleviation methods
with existing single-password creation and recall methods,
end-users are more likely to accurately recall the requested
password.

Implications for practice

Interference is one of the major reasons for multiple-
password recall errors. The results of this study demon-
strate the effectiveness of interference alleviation
methods in improving multiple-password recall. The
implications for practice are two-fold: for end-users
and for IT professionals. For end-users, improving
multiple-password memorability and recall is the key.
This study supports the effectiveness of finding ways to
reduce interference by limiting the search list or by
identifying unique characteristics of the correct password
when recalling the password. One way is suggested by the
treatment used in the ‘First Letter’ group. End-users
might construct their passwords in a manner in which
the first letter of the password is easily associated with its
corresponding account and thereby more easily recalled.
For example, they might relate the first letter to the
website URL. A password starting with ‘y’ could be used
for a Yahoo email account, a password starting with a ‘g’
for a Google account, etc. A similar approach has been
suggested by Craig Busse as cited in Gehringer (2002).
Alternately, users might relate the first letter to the type
of accounts. For example, they might use passwords
starting with ‘e’ for all email accounts, ‘b’ for all bill-
paying accounts, etc. Each user could build his or her
own secret ‘First Letter’ password pattern. Once the first
letter is accurately recalled, the interference effect is
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significantly reduced. However, this method of alleviat-
ing interference would not be restricted to techniques
involving the first letter. Any password construction
system that helps the user easily reject passwords for
other accounts and thereby reduce the number of
passwords that might be the correct password will
improve recall.

For IT professionals, supporting multiple-password
recall is the key. Upon acknowledging the fact that
end-users have difficulty dealing with multiple pass-
words, IT professionals should take the initiative to
facilitate multiple-password recall. Between the user ID
and password input, another logon layer that carries
some password-related information may be necessary.
IT professionals may want to experiment with various
vehicles that can serve as such a layer. For example,
displaying a user-selected picture upon input of user ID, a
practice already in place for anti-phishing purposes,
could serve a dual function. These images could serve
as an inconspicuous prompt to users to remind them of
their password. Users could select images embedded with
password-related information and use it as a vehicle to
identify the password for that specific account. For
example, an image of an office might remind the user
that his password includes his office number. An image of
a book might remind the user that the password contains
her favorite author’s initials. Hence, even though the hint
is displayed, it is only meaningful to the user.

Limitations and directions for future research
Benbasat (1984) stated that research on Information
Systems can be carried out in a wide range of settings
and by a variety of strategies. There is no perfect research
because different strategies carry comparative strengths
and weaknesses (Dennis & Valacich, 2001). This research
is no exception as it suffers from several limitations.
First, laboratory experimentation, by its nature, tends
to limit the external validity of its results. According to
McGrath’s (1982) argument in respect to research
dilemmas in three dimensions, we are aware that, as
our objective is to gain precision and control in the
artificial settings, there is a corresponding loss of general-
izability and realism. As such, these experiments were
conducted in contrived settings with carefully con-
structed tasks that may not match everyday experience.
For example, in order to observe multiple-password
creation and recall performance, the experiment de-
signed for this research required participants to create
four passwords under different password rules in the
same session. While all four passwords were created at the
same time and were recalled one week later without any
login in between, this design helped control for the
confounding effect of the life span and recall frequency
of the passwords. However, realism is sacrificed for
control. In real practice, the average end-user has many
password-protected accounts that are created at different
times with different login frequency. Under these condi-
tions, the interference effect is much more complicated

than in the laboratory setting. Many factors may
influence recall performance. For example, passwords
recalled more frequently tend to be recalled correctly
because performance in a memory task improves with
repetition of the material (Raaijmakers, 2003). Future
research may attempt to improve generalizability of
the results from the laboratory setting by replicating
this study in field settings which are embedded with
richer realism and provide a deeper understanding of
the participants involved. Existing accounts, rather than
experimentally created accounts, could be used to test
recall performances. We may further investigate how
quantity, life span, and recall frequency of those pass-
words impact interference level and recall performance.

Despite all the careful deliberations in the experimental
design and construction, the experimental interface is
not without flaw. In the account creation page, the four
accounts were offered as a drop-down list in the default
order of shopping, finance, communication, and travel.
Users could create accounts in any order by clicking on
the corresponding account. However, many used the
default order. The order of password creation may have
had a confounding effect on the complexity and
memorability of the passwords created. Future research
is suggested to more carefully look into the order effect.

Another limitation is that this study was conducted
with a small sample. In this study, a participant had to
create all four accounts at the first stage and attempt
to login to all of them at the second stage to be included
in the data analysis. Owing to the two-stage nature of
the experiment and zero tolerance of missing data, the
sample size is much smaller than ideal. While we
conducted power analysis to ensure that the statistical
tests had enough power despite the small sample, a more
definite result may be obtained regarding the ‘Password
Rules’” method. In future research, a larger sample
should be obtained to examine the ‘Password Rules’
method and other potential interference alleviation
methods.

This study provides a new perspective for future
research in the password management area. By recogniz-
ing the uniqueness of the multiple-password recall
problem, a better understanding of the recall failures
can be developed. By introducing the multi-store mem-
ory theory SMT, this study bridges the research gap and
further extends current studies, which mainly examine
the relationship between individual-password manage-
ment and short-term memory theories, to investigate the
relationship between multiple-password management
and long-term memory theories. While only two inter-
ference alleviation methods were examined in this study,
the opportunity to discover other potential methods
appears to be very promising.

Despite the innovative improvements made in the
arena of authentication, text passwords continue to be
the predominant authentication method. Although
other methods have been proposed (e.g., graphical,
passphrase, biometric), they have less usability (Proctor
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et al., 2000) and their effectiveness has yet to be tested
(Cranor & Garfinkel, 2004). Although human beings may
inevitably encounter password loss due to memory
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